YcTpaHeHne ysa3BMMOCTEN B
cepTndmnumpoBaHHbiXx C3W.

OnbIT POCCUNCKOIo paspaboTyuka u

aHann3 cutyaumm B NpoeKkTax no
MHAPOPMaLMNOHHON 6e30NacHOCTH

E-MAIL: ISC@CONFIDENT.RU

WEB: WWW.DALLASLOCK.R

www.dallaslock.ru
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MeTtoanKa obHoBAeHUA
cepTMPUUMNPOBaAHHDbIX CpeacTB 3aLLUTDI
MHPopmauun:

" OnpegeneHbl TMNbl 06HOBNEHWNIN (BKAOYAHS
obHOBNEHUA, HANPABAEHHbIE HA YCTPAaHEHUE
VA3BMMOCTEN CPEACTB 3aLNTbl UHPOPMALMK), 3
TaK)Ke AeUCcTBUA BeHaopa (3aasutens),
MCMNbITaTe/IbHOM 1abOPATOPUN N KOHEYHbIX
No/sib30BaTeNnen Npu NPUMeHeHNN AaHHbIX

obHOBNEGHUN.
" Bce pa3paboTYNKM NPUMEHAIOT AAHHYIO

METOAUKY.
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OOHoBMneHue cepTUddPULUPOBAHHbIX

cpeAcTB 3aluTbl UH(OPpMaLUN

BeHpop N/ PerynaTtop [lonb3oBaTenu
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OOHoBMneHue cepTUddPULUPOBAHHbIX

cpeAcTB 3aluTbl UH(OPpMaLUN

BeHpop N/ PerynaTtop [lonb3oBaTenu
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OOHoBMneHue cepTUddPULUPOBAHHbIX
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OOHoBMneHue cepTUddPULUPOBAHHbIX

cpeAcTB 3aluTbl UH(OPpMaLUN
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OOHoBMneHue cepTUddPULUPOBAHHbIX

cpeAcTB 3aluTbl UH(OPpMaLUN

BeHpaop N/ PerynaTtop [lonb3oBaTenu
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T'Yero 3aBUCAT CPOKM YCTPAHEHUS YA3BUMOCTEN ?

CpOKU yCTpaHeHUA
VA3BUMOCTMU

TexHn4yecKkaa BO3MOXXHOCTb
YCTPAHEeHUA YA3BUMOCTHU

~

o

Koppenayuma BO3MOXKHbIX
N3MEHEHUN AaPXUTEKTYPbI
C YA3BMMbIM KOO0OM

~

J

[GKOHDVAEHT

UEHTP 3AULWMTHE MHPOPMALLMK

Ya3BMMOCTU B
CTOPOHHEM Kozae

Tpypo3aTpaTtbl HA YCTPaHEeHue
VA3BUMOCTMU

www.dallaslock.ru



CpoKu yctpaHeHUs1 yA3BUMOCTEW
BeOyLWUX MUPOBLIX BEHAOPOB

2012 2013 PAONRL 2015 2016

CTaTUCTMKA NO CpeaHUM CPOKAM YCTPAHEHMUS
VA3BUMOCTEMN (MO 3aKPbITbIM YA3BUMOCTAM)

NanHbie 0-DAY tracking project (www.zero-day.cz)

UEHTP 3AULWMTHE MHPOPMALLMK


http://www.zero-day.cz/

[lpakTnyecknm Kemc

03.06.2016 27.06.2016

aHasU3 cumyayuu, MPUEMO-COAMOYHbIE
Kaaccugpukauus UCnbIMaHUA U rnepedaya
ya38UmMmocmu, oriosewjeHue npooykma 8 NJ/I1, abinycK
KOHEeYHbIX rnoss3losamernel 0bHoB8MEHUSA

ObHapyxceHue ycmpaHeHue ya38umocmu,

ysa38UMoOCMu, mecmuposaHue,

ObpaweHue e3aumoodelicmaue ¢ N/1, nouck

Peaynamopa Opyaux ysa3seumocmel
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CpoKu yctpaHeHUs1 yA3BUMOCTEW

POCCUUCKMMU pa3paboTynKamu

Dallas Lock

Secret Net

Poccuncknm paspabotynkam C3U Tpebyetca npumepHo
1 mecsau anAa ycTpaHeHUs YA3BUMMOCTU

KOH&TAAE HT@' o\ wv-f_w.dallaal;::cl;(.-ﬂ.l-
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pOKI/I yCTPaHEeHNA YA3BUMOCTEN pOCCI/II/ICKI/IMI/I
pa3padboTynkamu

% 160 Astra Linux Special Edition

< 140 (vazeumocmu 3a 2017 200)

$ 120

2 100 Alt Linux CI1T 7.0

% i~ (ya3sumocmu 3a 2017 200)
5 60

8

= i Dallas Lock, Secret Net, ViPNet

= 20 (ya3sumocmu 3a 8Cto UCmopuro)

o

50 100 150 200

KonnyectBo ysa3BMMOCTEN

«...HO He Bce pa3paboTuynKM 0AMHAKOBbI MONE3HbI»
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Pe3ynbraTbl onpoca NnapTHEPOB N KOHEYHbIX

nonb3oBaTtenen LU3UN INK «KoHdounaeHT»
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Pe3ynbratbl onpoca NapTHEPOB U KOHEYHbIX

nonb3oBaTtenen LU3UN INK «KoHdounaeHT»

[To MHeHUI0 NpodeccMoHaNbHOrO
cooblwecTBa pa3paboTumnKm cpeacrts
3alWnTbl UHPOPMALIMU AO0NKHDI
YCTPAHATb YA3BUMOCTU B CBOMUX
npoaykrtax ot 1 Heagenun oo 1 mecaua
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MuHnMunsaumna BeposATHOCTU BO3SHUKHOBEHUSA

yA3BUMocTen B ceptndumnumpoBaHHbIX C3U

BeHaop NJI PerynaTtop [lonb3oBaTenu
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MuHnMunsaumna BeposATHOCTU BO3SHUKHOBEHUSA

yA3BUMocTen B ceptndumnumpoBaHHbIX C3U

BeHaop NJI PerynaTtop [lonb3oBaTenu
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UHgopmauuu ob YcribaHeHue :
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Paboma c BY3amu: becrinamHoe
npeoocmasneHue C3U u

dokymeHmayuu 015 obecneyeHus Bug bounty (ropuduyeckoe odpopmaeHue 818 3auumsl Npas
yyebHo20 npoyecca, cepmu@puKkayus 8eHOopa U uccneoosamerneu, PyHKUUOHAIbHOCMb AAUYHO20
crieyuaanucmos o Npodykmam, KabuHema 018 nosayveHusa sepculi [10 u omnpasKku UHgopmauuu
memoouyecKas MoooepHKa. 06 yazsumocmsx). Yuce 6onee 100 uccnedosamenel

3apeaucmpuposasnuch 8 npo2pamme.

OnepamusHoe orioseweHue
nosv3osamernei yepes lpouecc be3zonacHou pa3pabomkKu no TOCT P 56939—

PACCHIAKY. 2016, cobcmseHHbie MemoOUKU U Mooxo0bl K
pa3spabomke 6e30rnacHoOU apxumeKkmypsl, UCMOb3080HUE
a8MoMamu3upoB8aHHbIX NMPoBepoK (cmamuyecKul u

lposepka Hanu4us duHamuyveckuli aHanu3) Kooa.

0bHo8seHUl 8 NPO2PAMMHOM
obecrnieyeHuu.

BeHaop NN PerynaTtop Nonb3oBaTenu

MonyyeHue |
UHgpopmayuu 06 YempaHeHue :
yA3sumocmu yA38UMOCMU |
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BbiBoAabI

Ha 6e3onacHocTb MC BAnAeT He TO/IbKO
KONNYEeCTBO YA3BUMOCTEN, HO U
CKOPOCTb UX YCTPAHEHMA.

YcTpaHeHue ya3BMMOCTEN B CBODOAHOM
MO nponcxoAnT 3HAYNTENIbHO AO/blUe,
yem B nponpuetapHom [10.

[EOHOUAEHT .
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Cnacu6o 3a BHumaHue!

E-MAIL: ISC@CONFIDENT.RU
WEB: WWW.DALLASLOCK.F

www.dallaslock.ru
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